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Subject Corporate Risk Register Update 
 

Purpose To present an updated version of the Corporate Risk Register 

 

Author  Head of People and Business Change 

 

Ward All 

 

Summary This report contains the latest update of the Corporate Risk Register.  

 
The corporate risk register identifies risks that may prevent the council achieving the 
objectives set out in the Corporate Plan and enables the council to continue to provide 
services to the citizens and communities of Newport.  Robust management of these risks 
is imperative to the realisation of the council’s objectives. 

 
The corporate risk register helps the council to ensure that the needs of the present are 
met without compromising the ability of future generations to meet their own needs by 
considering the sustainable development principle set out in the Wellbeing of Future 
Generations (Wales) Act 2015.  
  
There are 14 risks identified in the risk register made up of 5 high risks and 9 medium 
risks.   The detail and planned mitigating actions for each risk are provided in the report.  
 

 

Proposal Cabinet is asked to consider the contents of the Corporate Risk Register and request 

regular updates regarding the planned mitigating actions. 

 
Action by  Chief Executive, Strategic Directors and Heads of Service 

 

Timetable Immediate 

 
This report was prepared after consultation with: 

   Cabinet 
   Deputy Leader 
   Audit Committee 
   Corporate Management Team  
   Head of Law and Regulation 
   Head of People and Business Change 
   Head of Finance 

 

Signed 



Background 
 

1. Corporate Assessment 
As part of its governance arrangements the Council has a risk management strategy and a corporate 
risk register is monitored quarterly. Through the Corporate Assessment Review 2014 the WAO noted 
that “The Council has improved its approach to and presentation of its corporate risk register. The risk 
register now includes a before and after mitigation risk score at an assessed date and a breakdown of 
the probability and impact of that risk. The register includes current actions to address each risk and 
assigns responsibility to senior officers, cabinet member and scrutiny committee”. 
 

2. Risk Management Strategy 
The Corporate Risk Management Strategy has been reviewed and revised to strengthen existing 
arrangements and support the delivery of the Corporate Plan.  Anticipating and preparing for future 
challenges, trends, threats and opportunities is an essential part of the councils risk strategy and allows 
for better preparedness and the incorporation of mitigation into planned activities and policies. 
 
The strategy aims to embed the sustainable development principle of the Wellbeing of Future 
Generations (Wales) Act 2015 into the process and framed each risk as shown below. This helps the 
council to take a longer-term strategic approach, and makes present policy more resilient to future 
uncertainty.   
 

3. Role of Audit Committee 
Since the introduction of the Local Government Measure 2011 the local authority’s Audit Committee 
have a role in reviewing and assessing the risk management, internal control and corporate governance 
arrangements of the authority. Processes and Strategies about risk management should be reviewed by 
the Committee however the content of the risk register including setting and changing risks included in 
the register is not the role of the Audit Committee. 
 

4. Community Risk Register 
The council also has a Civil Contingencies unit which provides emergency planning and business 
continuity support services for the council.  These plans are detailed on the council’s website and are not 
included in the corporate risk register because they relate to risks to the community, rather than risks to 
the council achieving its objectives. 
 

5. Summary of risks in this report 
The tables overleaf provide a summary of risks in the report. 
 
The appendices to the report outline the detailed risks, as monitored in the Council’s performance 
monitoring and risk management system. 
 
Risk Management has been added to the Council’s Performance Management System (MI Hub).  This is 
the first time the Risk Register has been updated using MI Hub.  Appendix 1 contains screenshots from 
the Risk Management Report pages in MI Hub. 



 
6. Summary of risks in this report  

Ref Risk Brief Description Probability x Impact = Score DoT Responsible 
Officer Probability Impact Score 

High Risks 

13 Asset Management – 
Carriageways and 
Buildings 

This links to budget challenge and Government changes to 
financial settlement and grant funding.  This refers to the 
council’s ability to maintain assets in the short, medium and 
long term due to increasing budget pressures. 

5 5 25 
 

Strategic Director 
- Place 

8 Risk of stability of 
external suppliers 

Growing cost of delivering services and purchasing materials will 
impact on external supplier’s ability to continue to fulfil contract 
obligations.  Potentially short notice of inability to provide services. 

4 5 20 
 

Strategic Director 
- People 

6 Balancing the 
Council’s Medium 
Term budget 

Risk of not meeting / funding key priorities. 
  

4 4 16 
 

Chief Executive 

7 Increased pressure on 
demand led services 

As the population grows and certain groups within the population 
increase this will affect many services across the council that deliver 
services to meet demand.  The growing population also places 
pressures on universal services that are provided to everyone. 

4 4 16 
 

Strategic Director 
- Place 

 
Strategic Director 

- People 

9 Increasing pressure 
on existing 
infrastructure 
 

The M4 Bridge tolls will be abolished for all vehicles at the end of 
2018 with an interim reduction in tolls being introduced on the 8th 
January 2018. This is a positive opportunity for the city but the council 
must consider the potential impact on existing infrastructure. 

4 4 16 
 

 
Strategic Director 

- Place 

Medium Risks 

1 Legislative 
Requirements 

That new legislative requirements potentially place significant duties 
on the Authority that it cannot fulfil (resulting in adverse judgements 
from regulators, significant fines and potential court proceedings 
and/or existing services are compromised), includes Well-being of 
Future Generations Act. 

3 4 12 
 

Chief Executive 

2 Capacity and 
capability to meet the 
councils objectives 

That there are not skills and or capacity within the workforce to 
deliver both operational services and also the pace of change needed 
to modernise services and balance the budget.  

4 3 12 
 

Chief Executive 



Ref Risk Brief Description Probability x Impact = Score DoT Responsible 
Officer Probability Impact Score 

10 Climate Change:  
Effects on future 
condition and 
availability of Council 
Infrastructure and 
reducing the future 
impact of further 
greenhouse gas 
emissions. 

It is generally accepted that the effects of global warming will result 
in: 
· All areas of the UK get warmer and the warming is greater in 
summer than in winter;  
· Little change in the amount of precipitation (rain, hail, snow etc.) 
that falls annually but it is likely that more of it will fall in the winter 
with drier summers for much of the UK 
· Sea levels rise – more in the south of the UK than the North. 
 

3 4 12 
 

Strategic Director 
- Place 

14 Recruitment and 
retention of  specialist 
professional staff 
 

Resilience of Council services and ability to retain specialist 
professional staff and attract new employees in a competitive market 
place. 

4 3 12 
 

Chief Executive 

4 Brexit That the financial implications of leaving the European Union have a 
negative impact on the council’s financial position. 

3 3 9 
 

Chief Executive 

5 In year financial 
management  

Overspending can undermine service delivery and medium term 
planning where significant mitigation means services need to defer 
spending to manage the overall budget. 

3 3 9 
 

Chief Executive 

12 Increasing risk of 
cyber attacks 
 

Data loss, disaster recovery, impact of possible fines 3 3 9 
 

Chief Executive 

3 Safeguarding That the arrangements and the implementation of policies and 
procedures by the council (and its partners) are not adequate to 
protect vulnerable adults and children who may be at risk of 
significant harm. 

2 4 8 
 

Strategic Director 
- People 

11 Increasing demands 
on IT Services and the 
modernisation 
agenda 

Increased demand for IT services with a reducing budget poses a risk 
to the future development of IT infrastructure and the development 
and delivery of the modernised council agenda. 

2 3 6 
 

Chief Executive 

 
 
 



Financial Summary 
 
There are no direct costs associated with this report. 
 
Risks 
 

Risk Impact  of 
Risk if it 
occurs* 
(H/M/L) 

Probability of 
risk occurring 
(H/M/L) 

What is the Council doing or 
what has it done to avoid the risk 
or reduce its effect 

Who is 
responsible for 
dealing with the 
risk? 

That the 
strategy and 
process are not 
robust enough 
to capture all 
high risks 

M L Reviewing, testing and 
embedding processes to ensure 
that they are fit for purpose 

Directors, Heads 
of Service and 
Performance 
Team 

* Taking account of proposed mitigation measures 
 
Links to Council Policies and Priorities 
 
Robust risk management practices increase the chances that all of the council’s priorities and plans will 
be implemented successfully 
 
Options Available and considered  
 
1. To consider the contents of the Corporate Risk Register and request regular updates 
2. To request further information or reject the contents of the risk register 

 
Preferred Option and Why 
 
1. To consider the contents of the Corporate Risk Register and request regular updates, this will give 

the cabinet oversite of the main overarching risks that the council faces in delivering the objectives of 
the corporate plan. 

 

Comments of Chief Financial Officer 
There are no direct financial implications arising from this report. The corporate risk register forms an 
important part of the governance and budget setting arrangements for the council and the risk register is 
used to guide the internal audit plan. 
 

Comments of Monitoring Officer 
There are no specific legal issues arising from the Report. As part of the Council’s risk management 
strategy, the corporate risk register identifies those high level risks that could impact upon the Council’s 
ability to deliver its corporate plan objectives and essential public services. Although Audit Committee 
are responsible for reviewing and assessing the Council’s risk management, internal control and 
corporate governance arrangements, the identification of corporate risks within the risk register and 
monitoring the effectiveness of the mitigation measures are matters for Cabinet.  
 

Comments of Head of People and Business Change 
There are no direct staffing implications arising from this report.  
 
Risk management is a key element of the council’s improvement programme and the Administration’s 
commitment to ensuring strong corporate governance and robust performance management.  The risk 
strategy and register allow the council to consider the longer term overarching risks to the council 
fulfilling its objectives and obligations and take action to mitigate the impact and probability of those 
risks. 



Comments of Cabinet Member 
The Chair of Cabinet has been consulted and has agreed that this report goes forward to Cabinet for 
consideration. 
 

Local issues 
None 
 

Scrutiny Committees 
Audit Committee have a role in reviewing and assessing the risk management arrangements of the 
authority. Meetings with the committee have resulted in some changes to the processes used to compile 
and update the risk register, leading to clarity of detail within the report. 
 

Equalities Impact Assessment 
Not applicable. 
 

Children and Families (Wales) Measure 
Not applicable. 

 
Wellbeing of Future Generations (Wales) Act 2015 
Risk management is a key area to implementing the Wellbeing of Future Generations Act (Wales) 2015; 
the council must ensure that it considers risks in the short, medium and longer term and that it manages 
risks in a manner that protects current service delivery and communities as well as considering the 
longer term impact.  It supports the delivery of the wellbeing objectives that are identified in the council’s 
Corporate Plan by considering the risks to delivering these objectives and by defining and monitoring 
actions to mitigate those risks. 
 
The corporate risk register helps the council to ensure that the needs of the present are met without 
compromising the ability of future generations to meet their own needs by considering the sustainable 
development principle set out in the Wellbeing of Future Generations (Wales) Act 2015.  
 

Crime and Disorder Act 1998 
Not applicable.   

 
Consultation  
As above, the Risk Register is also considered by Audit Committee 
 

Background Papers 
Corporate Risk Register, Cabinet, 13th September 2017 
Corporate Risk Register, Audit Committee, 25th September 2017 
Corporate Risk Register, Cabinet, 17th January 2018 
Corporate Risk Register, Audit Committee, 23rd January 2018 
 
 
 
Dated: 23 May 2018 
 



 

 

 

Appendix 1.   
 
Corporate Risks 
 

 
 
 



 

 

 
 
 



 

 



 

 

 
 
 



 

 

 
 



 

 



 

 

 
 
 



 

 

 



 

 

 
 



 

 

 
 



 

 

 
 
 



 

 

 
 
 
 



 

 
 



 

 

 
 



 

  



 

 

 
 
 



 

 

 



 

 

 
 
 



 

 

 
 



 

 

 
 



 

 

 
 



 

 

 
 



 

 

 
 
 
 
 
 
 



 

 

 
  



 

 

 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

  



 

 

 



 

 

 
 
 
 



 

 

 
 



 

 

 
 



 

 

  



 

 

 
 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 
 



 

 

  



 

 

 
 
 



 

 

  



 

 

 
 
 
 
 
 
 
 
 



 

 

 
 



 

 

 
 
  



 

 

Appendix 2  

How the Council Assesses Risk 

An assessment of the likelihood and impact of risk is important to measure, compare and 
monitor risks to ensure efficient use of resources and effective decision making. This 
assessment is carried out using the risk matrix as described below. 

Risk Assessment Matrix 

A Corporate Risk Register will contain the high level risks for the whole authority. In order to 
differentiate between these high level risks a 5x5 risk assessment matrix will be applied. The 
matrix is shown below and further detail is included in appendix one. 
Risks are scored using the scoring system for probability and impact and assigned a rating 
based on the tolerances set out in the matrix below 

Risk Scoring 

Probability description Score 

Very Low probability 1 

Low probability 2 

Medium probability 3 

High probability 4 

Very high probability 5 

Impact description Score 

Negligible 1 

Low 2 

Medium 3 

High 4 

Very High 5 

 

Risk Matrix 

 

5 5 10 15 20 25

4 4 8 12 16 20

3 3 6 9 12 15

2 2 4 6 8 10

1 1 2 3 4 5

1 2 3 4 5

P
ro

b
ab

lit
y

Impact



 

 

Impact Matrix 
 

Rating  Severity of 
impact 

General 
description 

Impact factors (and examples of what they might look like) 

Strategic Operational Financial  Resources Governance Health & Safety Reputational 

1 Negligible Low impact.  
Localised 
effect 

  Minor 
disturbance 
of non-key 
area of 
operations 

Unplanned 
budgetary 
disturbance 
<£100k 

Loss of 
asset/money 
with value 
>£2k 

  Reportable (non-
serious) accident 
affecting one 
employee/member of 
public/service user 

Isolated 
complaint(s) 

2 Low Low impact for 
organisation 
as a whole.  
Medium 
localised 
impact 

  Minor 
disruption of 
a key area of 
operations or 
more 
significant 
disruption to 
a non-key 
area of 
operations 

Unplanned 
budgetary 
disturbance 
£100-£500k 

Loss of 
asset/money 
with value 
£2-10k 

Mild WAO criticism in 
report.  Mild criticism 
from a legal/regulatory 
authority.  Isolated 
fraud 

Reportable (non-
serious) accident 
affecting small 
number of 
employees/members 
of public/service 
users 

Formal 
complaints 
from a section 
of 
stakeholders 
or an 
institution 

3 Medium 
 
 
 
 
 
 
 
 
 
 
 
 

Medium 
impact for 
organisation 
as a whole 

Noticeable 
constraint on 
achievement 
of a key 
strategic 
objective 

Major 
disruption of 
a service 
area for a 
short period 
or more 
minor 
disruption of 
a service 
area for a 
prolonged 
period 

Unplanned 
budgetary 
disturbance 
£500k-£2M 

Loss of 
asset/money 
with value 
£10-50k 

Adverse WAO report.  
Significant criticism 
from a legal/regulatory 
authority requiring a 
change of 
policy/procedures.  
Small-scale fraud 
relating to a number of 
people or more 
significant fraud 
relating to one person 

Reportable (non-
serious) accident(s) 
affecting a significant 
number of 
employees/members 
of public/service 
users or a serious 
injury to a single 
employee/member of 
public/service user 

Formal 
complaints 
from a wide 
range of 
stakeholders 
(e.g. several 
institutions), 
adverse local 
press, 
complaint/s 
upheld by 
Ombudsman 

4 High High impact 
for 
organisation 
as a whole 

Severe 
constraint on 
achievement 
of a key 
strategic 
objective 

Major 
disruption of 
a service 
area for a 
prolonged 
period or 

Unplanned 
budgetary 
disturbance 
£2-5M 

Loss of 
asset/money 
with value 
£50-100k 

Qualified account.  
Severe criticism from 
WAO/legal/regulatory 
authority requiring 
major overhaul of 
policy/procedures,   

Serious injury of 
several 
employees/members 
of public/service 
users 

Significant 
loss of 
confidence 
amongst a 
key 
stakeholder 



 

 

Rating  Severity of 
impact 

General 
description 

Impact factors (and examples of what they might look like) 

Strategic Operational Financial  Resources Governance Health & Safety Reputational 

major 
disruption of 
several 
service 
areas for a 
shorter 
period 

Significant fraud 
relating to several 
employees 

group.  
Adverse 
national press 

5 Very High Catastrophic Failure of a 
key strategic 
objective 

Major 
disruption of 
several key 
areas of 
operations 
for a 
prolonged 
period 

Unplanned 
budgetary 
disturbance 
>£5M 

Loss of 
asset/money 
with value 
>£100k 

Severe service failure 
resulting in WAG 
intervention/special 
measures Widespread 
significant fraud 

Death of employee(s) Severe loss 
of confidence 
amongst 
several key 
stakeholder 
groups.  
Damning 
national press 

 
Probability 

Score General Description Definition 

1 Very Low probability 2% chance of occurrence  

2 Low probability 5% chance of occurrence  

3 Medium probability 10% chance of occurrence  

4 High probability 20% chance of occurrence  

5 Very high probability 50% chance of occurrence  

 


